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New tools have been developing with the intention of having more flexibility and greater user-friendliness for
editing the images and documents in digital technologies, but, unfortunately, they are also being used for
manipulating and tampering information. Examples of such crimes include creating forged International Mobile
Equipment Identity (IMEI) numbers which are embedded on mobile packages and inside smart mobile cases for
illicit activities. Another example of such crimes is altering the name or date on air tickets for breaching security
at the airport. This paper presents a new expert system for detecting forged IMEI numbers as well as altered air
ticket images. The proposed method derives the phase spectrum using the Discrete Cosine Transform (DCT) to
highlight the suspicious regions; it is unlike the phase spectrum from a Fourier transform, which is ineffective
due to power spectrum noise. From the phase spectrum, our method extracts phase statistics to study the effect of
distortions introduced by forgery operations. This results in feature vectors, which are fed to a Support Vector
Machine (SVM) classifier for detection of forged IMEI numbers and air ticket images. Experimental results on our
dataset of forged IMEI numbers (which is created by us for this work), on altered air tickets, on benchmark
datasets of video caption text (which is tampered text), and on altered receipts of the ICPR 2018 FDC dataset,
show that the proposed method is robust across different datasets. Furthermore, comparative studies of the
proposed method with the existing methods on the same datasets show that the proposed method outperforms
the existing methods. The dataset created will be available freely on request to the authors.

complex for forensic investigation. It is evident from the following links
provided in the footnote on the first page that we can see in the news

1. Introduction

With the advent of high quality, low cost, user-friendly image editing
tools, digital data can be easily modified not only by trained pro-
fessionals but also by the most common digital camera users (Hou & Lee,
2017). As a result, a person can severely distort the actual meaning of
the images by tampering the content in the images (Chen et al., 2016;
D’Amiano et al., 2018). Nowadays, it is very popular in the case of
second-hand markets where people tamper of the actual content to sell
items as new at a higher price (Hou & Lee, 2017). One such emerging
crime is that of forging the International Mobile Equipment Identity
(IMEI) numbers of smart phones for stealing and smuggling them ille-
gally. Similarly, names and dates of air tickets are altered to enter air-
ports by breaching security. These two issues are challenging and
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about the seriousness of the above-mentioned crimes. It can be noted
from the links that there are smart and skilled people who can use
powerful software tools for creating fake IMEI numbers and altered air
tickets, which cannot be observed with the unaided eyes.

The reason to consider the above-two cases, namely, forged IMEI
number detection and altered air ticket detection is that these two are
sensitive applications relating to forensics and security, and hence they
require urgent attention. It is noted that these applications are useful to
society and are interesting topics for an expert system with applications.
Furthermore, when we look at the complexity of the two issues, they are
totally different because of the nature of the input images and the
objective of the two cases. In the case of IMEI numbers, since the
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(a) Original and forged IMEI numbers created using copy-paste operations are marked by a green and red color,
respectively.
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(b) Extracted original and forged IMEI numbers from the respective images in (a).
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(d) Extracted original and forged IMEI numbers from the respective images shown in (c).

Fig. 1. Examples of copy-paste and insertion operations for creating forged IMEI number images.

background is complex and it depends on the design of the mobile cases,
it is not so easy to detect its forgery. Therefore, one can expect that a
robust feature is required to handle the situation. This makes forged
IMEI number detection more challenging. In the same way, in the case of
an altered air ticket, since it is a document, we can expect a plain
background in contrast to the complex background of IMEI images.
Making forgeries of document images is easy compared to IMEI images.
Therefore, the forgery operation may not introduce high variations or
distortion as in IMEI images. This makes altered air ticket detection
more challenging. Although the expectations are the same for the both
issues, the degree of complexity is different. In other words, detecting
forgeries is easy when the distortion created by a forgery operation is
noticeable, while it is hard when the distortion is small. These two cases
pose different challenges for forgery detection in images. Developing a
method that can work for both cases is an open issue. In order to show
the proposed method is robust to different situations (clutter and plain
background images), and independent of the content of the input image,
we consider two different cases in this work as case studies. Finding a
solution to such a complex problem requires a new expert system, which
illustrates a substantial difference compared to existing work.
Examples of fake IMEI numbers and air ticket information created
using copy-paste and insertion operations are shown in Figs. 1 and 2,
respectively. Copy-paste and insertions are standard operations for
creating fake images (Chen et al., 2016; Feng et al., 2017; D’Amiano
etal., 2018) in the realm of forgery. In the case of insertions, tools can be
used to insert characters or numbers for creating forgeries. It is noted
from Figs. 1 and 2 that the original IMEI numbers and air ticket infor-
mation are marked by green rectangles, as shown in Figs. 1(a) and 2(a)
on the left side, which are used to create forged IMEI and air ticket in-
formation, respectively. These forgeries are marked by a red rectangle as
shown on the right-hand side. In Figs. 1 and 2, when we look at the
extracted original and forged images shown in Figs. 1(b-d) and 2(b-d), it

is hard to notice the difference between the original images and the
forged ones without some knowledge of the forged information.

Hence, detecting forged IMEI numbers and altered air tickets is a
challenging problem. There are many methods proposed in the literature
for forging images and videos in different ways (Chen et al., 2016; Feng
et al., 2017; D’Amiano et al., 2018), which use texture, color, gradient,
blur artifacts, etc. However, the primary objective of the methods is to
address the challenges of video and general images but not documents
like forged IMEI and altered air tickets which require robust features.
Similarly, we can find methods for spoof detection in the case of iden-
tifying biometrics for person identification (Kho et al., 2019), which are
generally used for enhancing security systems. These methods focus on
biometric information, such as fingerprints and face images but not IMEIL
numbers and air ticket images.

There are methods proposed for authenticating personal identity
based on signature verification and identification (Behera et al., 2018;
Bouamra et al., 2018; Sharma & Sundaram, 2018). The methods are able
to identify forged and genuine signatures based on misalignment caused
by forgery operations. However, the scope of the method does not cover
forged IMEI numbers and altered air ticket images because these
methods are limited to handwriting text and online writing information.
Similar to the proposed work, there are methods for tampered text
detection from video images (Shivakumara et al., 2014; Xu et al., 2014;
Bhardwaj & Pankajakshan, 2016; Roy et al., 2016), which focus on text
properties to identify forged text, that is, edited text and scene text,
which is considered as natural text in the video. In other words, the
methods differentiate caption and scene text in video images based on
text properties. However, these methods work well when the whole
word or text line gets affected by forgery operations.

It is also noted from the literature (Gupta et al., 2016; Yue et al.,
2019) that methods have been developed for generating artificial syn-
thetic scene characters and text images using source information, which
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(a) Original and forged air-ticket traveler names created using copy-paste operations are marked by green
and red colors respectively.
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(b) Extracted original and forged images from the respective images shown in (a).

Q Traveller(s) Information

IMR ABIRONI MATTOM I

e Flight Details

K Bangalore (Sun, 19 October 2014)

Bangalore

D3:05 2 M Terminal

0 Traveller(s) Information

I MR MANIUNATH I

e Flight Details

K Bangalore (Tue, 10 July 2016)

Bangalore

LERLS LA Terminal

(c) Original and forged air-ticket dates created by insertion operations are marked by green and red colors,
respectively.

(Sun, 19 October 2014)

(Tue, 10 July 2016)

(d) Extracted original and forged Air-ticket dates from the respective images shown in (c).

Fig. 2. Example of copy-paste and insertion operations for creating forged air ticket images.

can be used for improving recognition performance. Since the objective
of the methods is to generate text which is similar to the source image,
the generated text may not be the same as the source images. As a result,
the generated text can be an entirely different image from the original.
Therefore, these methods may not be appropriate for forged IMEI
number and altered air ticket detection because forged text appears
exactly the same way as in the original images with some alterations.
Hence, the problem is challenging and unsolved, and there is an urgent
need for developing an effective and robust approach.

The organization of the rest of the paper is as follows. Section 2
discusses background of the proposed work. This section also reviews
the existing methods of forgery detection in imagery and document
images to highlight the state-of-the-art and challenges, which have been
addressed or not addressed so far. In Section 3, the details of the pro-
posed method for solving the problem of forgery detection in the images
are presented. Furthermore, the proposed method is divided into two
sub-sections. The process for obtaining the phase spectrum using DCT
and the Fourier transform is presented in sub-section 3.1. The phase
statistics are defined in sub-section 3.2. The results to validate the pro-
posed method are presented in Section 4. Finally, conclusions and future
work are discussed in Section 5.

2. Background

Since the proposed work is relevant to document analysis and there is
no particular method available for forged IMEI number and altered air
ticket detection, we consider the methods which have been developed
for fake or fraudulent document identification and tampered text
detection in video images for reviewing here.

Elkasrawi and Shafait (2014) proposed printer source identification
using supervised learning for document forgery detection. This
approach explores printer parts based on noise generated by different
printers for fraud document classification. Ahmed and Shafait (2014)
proposed forgery detection based on intrinsic document contents. This
method employs a similarity between blocks of an image to identify
forged documents. Khan et al. (2015) proposed automatic ink mismatch
detection for forensic document analysis. This method analyzes the ink
of different pens to find fraudulent documents. Luo et al. (2015) pro-
posed localized forgery detection in hyperspectral document images.
This is an improved version of the above method, which applies ink
quality under hyperspectral conditions for fraudulent document iden-
tification. Bertrand et al. (2013) proposed a system based on intrinsic
features for fraudulent document detection. This approach extracts
features or characters to match with the ground truth for fraud esti-
mation. Based on mismatch scores, the method identifies fraudulent
documents. da Silva Barboza et al. (2013) proposed a color-based model
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Fig. 3. Fourier Phase for IMEI number and air ticket images.

to determine document ages for forensic purposes. This approach uses
the ink quality of handwritten document images captured at different
intervals of time. The method in da Silva Barboza et al. (2013) helps us
to identify a given image whether it is old or new. Halder and Garain
(2010) proposed a color features-based approach for determining ink
ages in printed documents. This method uses similar ones to the above-
mentioned color features for printed text images. Recently, (Wang et al.,
2017) proposed Fourier-residuals for printer identification. This method
extracts features from the residual given by Fourier transforms for the
identification of source printers.

It is observed from the above review of the methods on forged/
fraudulent document identification that most methods focus on text with
plain background images for forgery detection. Furthermore, the
methods use colors or strokes of character components and distortions
produced by different printers for forgery detection. However, these
features may not work well for clutter background images, such as IMEI
numbers and degraded air tickets due to aging and quality of the paper.

To overcome the problems of complex backgrounds, a few methods
have been developed for caption text (which is edited text on video)
detection in video, hence caption text is considered as tampered text
(forged text) in the video. Shivakumara et al. (2014) proposed the sep-
aration of graphics and scene texts in the video. This method works
based on the fact that caption text has high contrast and clarity, while
scene text does not. Xu et al. (2014) proposed graphics and scene text
classification in the video. This method uses the above basis for
extracting distinct features through the distribution of Eigen values. Roy
et al. (2016) proposed new tampered features for scene and caption text
classification in video frames. This method uses DCT coefficients to
differentiate caption texts from those in scenes. Bhardwaj and Pan-
kajakshan (2016) proposed image overlay text detection based on JPEG
truncation error analysis. This method extracts tampered features
through truncation errors given by a color filter array for detecting
caption texts in the video. However, the above methods are inadequate
for forged IMEI number and altered air ticket detection because the
methods require the whole tampered word or text line with good clarity.

In light of the above discussion, it is noted that none of the methods
address the issue caused by IMEI numbers and text in air ticket docu-
ment images, where one can expect a relatively small effect by copy-

paste and insertion operations compared to forged printed and video
texts. Most methods are developed based on specific properties of the
text or the document. In addition, since forged texts in a plain back-
ground document images, manipulating the text is easy without intro-
ducing distortion. Therefore, it is much more difficult compared to
forged IMEI number detection. Developing a single method which can
deal with the above challenges is still hard. However, there has been an
attempt to solve the problem of forged IMEI number detection, which
uses RGB colors and a fusion method for forgery detection (Shivakumara
et al., 2018). The scope of the method is limited to forged IMEI number
detection but does not include altered air ticket detection as in the
proposed work. Besides, the approach used in the methods is different
from the proposed method. Furthermore, since the aforementioned
method uses heuristics for detecting forgeries, it is not robust and ac-
curate for large and different datasets. These factors motivated us to
explore a novel method in the frequency domain for detecting forged
IMEI numbers and altered air ticket detection in this work.

Hence, in this work, we propose a novel method that combines the
Discrete Cosine Transform (DCT) and Fourier Transform (FT) to obtain
the phase spectrum for IMEI numbers and air ticket images. The pro-
posed method extracts phase-statistics for the phase-spectrum given by
the combination of features. The features are fed to an SVM classifier for
detecting forgeries in IMEI numbers and altered air ticket images. The
way the proposed method uses DCT and FT coefficients along with the
phase statistics for finding solutions to forgeries is new, and the key
contribution in this work. Furthermore, releasing our dataset to the
public is one more contribution, as it helps to set an evaluation
benchmark.

3. Proposed method

Since there are many methods for segmenting text from document
images, and natural scene images (Shivakumara et al., 2014; Xu et al.,
2014; Bhardwaj & Pankajakshan, 2016; Roy et al., 2016), we use the
same method for segmenting IMEI number and altered air ticket infor-
mation. For this work, segmented IMEI numbers and air ticket names,
dates are used as inputs. When we perform copy-paste and insertion
operations in a document, the process introduces distortions at the pixel
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Fig. 4. DCT Magnitude for IMEI numbers and air ticket images.

level, which may not be seen by the unaided eye (Chen et al., 2016; Feng
et al., 2017; D’Amiano et al., 2018). This is the main basis for forgery
detection. This is true for forgery detection in general images, videos and
documents. However, the distortion effect at the pixel level might be
high in the case of general images/video/documents while for IMEIs and
air tickets it should be small. This is due to the advantage of editing PDF
documents and a limited amount of information with less variations and
a simple background. To extract such minute changes in forged images,
we are inspired by the method (Kumari & Shekar, 2011) where it is
noted that frequency-based features are more sensitive than spatial
domain-based features. This leads to the exploration of the Discrete
Cosine Transform (DCT) for the purpose of forgery detection in this

work. However, DCT does not provide a complex transform like the
Fourier Transform (FT). As noted, the phase-spectrum has the ability to
provide fine details for edges in images irrespective of contrast varia-
tions compared to the magnitude (Kumari & Shekar, 2011).

However, the phase-spectrum given by FT alone is not effective
because of the power spectrum, which does not consider time variations
of phase and magnitude, hence noise cannot be removed from the phase-
spectrum (Park & Joh, 2009). It is evident from Fig. 3(a) and (b), where
it is noted that there are small differences between the phase histogram
of the original and forged IMEI numbers, and altered air ticket images.
Similarly, the same conclusion can be drawn from Fig. 4(a) and (b),
where DCT-magnitude histograms are shown for the original and forged

(b) Reconstmchonusxrg the hnverse tra.nsfomfor tlﬂe xmages in (a)

[t 1y e y

R 't'_-;. o
A L W:fv @M\
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Fig. 5. DCT-Fourier-Magnitude and the respective reconstructed images for IMEI and Air ticket images.
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Fig. 6. DCT-Fourier-Phase images and the respective reconstructed images for IMEI and air ticket images.

IMEI numbers and air ticket images. But the small differences given by
Fourier-phase and DCT-magnitude can be magnified by integrating DCT
and Fourier-phase for forgery detection. This motivated us to combine
DCT and FT to generate the phase-spectrum in a new way in this work.

It is noted from Fig. 3 that the phase-spectrum obtained by the
combination of DCT and FT provides clues for discriminating the orig-
inal and forged images. To extract such a difference from the phase-
spectrum, we propose to extract phase-statistics to form feature vec-
tors (Salwa & Mohammed, 2017). Since phase is circular data, we pro-
pose circular statistics, namely, the circular mean which describes where
the center of the data is, and circular variance, which describes how the
data is spread around the center. Due to the complexity of the problem,
sometimes, one can expect that different distributions may share the
same mean and variance. To overcome this issue, the proposed method
extracts higher-order statistics, namely, circular skewness and circular
kurtosis, which describe how the shape of the distribution is. In this way,
the proposed method extracts the above-mentioned four features from
the input image. Then the feature vector is applied to an SVM classifier
for detecting forged IMEI numbers and altered air ticket images. In this
work, we prefer to use well-known and simple SVM classifiers for
forgery detection because our intention is to make a contribution at the
feature extraction level. Detailed steps of obtaining the phase spectrum
and the extraction of phase statistics will be presented in subsequent
sections.

3.1. Phase spectrum for DCT

We derive the equations for obtaining the phase-spectrum using DCT
and Fourier operations for input IMEI number and air ticket images as
defined in Egs. (1)-(8). For each input image, the proposed method
obtains the DCT-Fourier-Magnitude and DCT-Fourier-Phase spectrum as
shown in Figs. 5(a-d) and 6(a-d) for IMEI number and air ticket images,
respectively. It is observed from reconstructed images for the IMEI
number and air ticket images in Figs. 5(b-d) and 6(b-d), the DCT-
Fourier-Phase spectrum provides significant details compared to DCT-
Fourier-Magnitude. Therefore, this shows that the phase-spectrum
given the DCT-Fourier combination is effective compared to the DCT-
Fourier-Magnitude for forgery detection in IMEI number and air ticket
images.

Let f be an input image of size p x q. Then DCT can be obtained for
foxqas follows:

cos{ n+05)} (@)

L u
F..(u,v) = C,C m,n)cos|— (m+0.5)
() =630 D lmmyos 2

)
s[”” m+05)]sm{ +05)] @

= CICQZ Zf(m,n)co

m=1 n=1

n+0. 5)] 3

m=1 n=1

CICZZ me nxzn{% m+05}cos[

sin [ n+0. 5)} @

4
V) = C]CZZ Zf(m,n)sin{ ! (m+0.5)
m=1 n=1

where, 1 <u<pand 1<v<gq
C; and C, are the constants and are defined as follows:

2
—if2<u<p
)4

C = i=12. )

\/Eifu—l
p

By combining the above four real transforms as:
{Fec(u,v) = Fos (u,v) } — j{Fes (u,v) = Fye(u,v) }
The complex transform for DCT is obtained as:

p q

v)=CC, Z Zf(m,n)e’/%("‘+°‘5)e’j%("+0'5> (6)
m=1 n=1
Eq. (6) is used for obtaining the magnitude and phase-spectrum as
defined in Egs. (7) and (8), respectively.
M = |F(u,v)| = \/Fo(u,v)" + Fi(u,v)’ %)
where F; is the real part and F; is the imaginary part of F. The phase
information is given by:
F i (u> V)

0 = 2F(u,v)| = arct
(u,v)| = arc anFr e

®
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(a) Example of original (left) and forged IMEI numbers (obtained by insertion operation) from our database.

Sun, 12 Oct 2014

Mon, 13 May 2018

(b) Example of original (left) and altered dates (obtained by insertion operation) in air tickets.

MaTid: '{T I L

(c) Example of original (scene) (left) and forged (caption) images from the(Roy, Shivakumara et al. 2016) dataset.

5.04€ 124565

FAREWELL

(d) Example of a forged caption of high (left) and low resolution from the(Bhardwaj and Pankajakshan 2016) dataset.

5,80 €9.50

(e) Example of original (left) and forged prices chosen from the standard dataset of ICPR 2018 FDC (Artaud et al., 2018)

Fig. 7. Examples of original and forged images chosen from ours and benchmark datasets.

3.2. Phase-Statistics for forged IMEI number and air ticket detection

For the phase-spectrum, given by the previous step, the proposed
method computes the phase-statistics as defined in Egs. (9)-(15), which
give four phase statistical features considered as the feature vector for
detecting forged IMEI numbers and altered air ticket images.

Circular Mean (CM): Let 0 (01, 02, ..., 6p) be phase data defined on
a circle. To compute the circular mean, it is necessary to change the
coordinate system to a rectangular one as:

n . noo s
Zi:10059i7 _ >, sing;
n n

X = 9

This allows the computation of the resultant vector as defined in Eq.
(10).

r=\VX 47 10)

The direction of the resultant vector is defined as in Eq. (11).

Y an
-

_ X -
cosf) = —sinf =
r

where 6 denotes the circular mean. Then the phase-spectrum can be
obtained as defined in Eq. (12) by an inverse tangent.

M = 0 = arctan (ng) 12)
cosf
Circular Variance (CV): This feature is established to describe the
distribution of data around the mean. The variance is computed as
defined in Eq. (13).

V=1-r 13)

If CV is near to zero, then it indicates that the angles are in the same
direction, and if CV is near to 1, it indicates the angles spread around the
circle.

Circular Skewness (CS): Circular skewness provides information
about the shape and symmetry of phase data, and it can be calculated as
defined in Eq. (14).

l n . _
S = . Z sin2(6; — 0) a4

When CS is zero, there is no skew in the phase data, which means the
phase data is symmetric around CM. If CS is negative, this indicates the
tail of the distribution is skewed to the left. Conversely, if CS is positive,
the tail is skewed to the right.

Circular Kurtosis (CK): Indicates how tall and sharp the peak is in
the phase data distribution. In other words, it is a measure of the ulti-
mate peak and can be calculated as defined in Eq. (15).

1< —
K= . ZCOSZ(H,- -0) (15)

A large positive CK shows a peaked distribution.

The above extracted features are fed to the well-known SVM classi-
fier with RBF kernel and default parameter values for forged IMEI and
altered air ticket detection. The dataset is divided into the training of
75% images and testing of 25% for experimentation in this work. The
values of the different parameters are determined automatically based
on training samples for the detection of forged IMEI numbers and altered
air tickets.

4. Experimental results

There is no benchmark dataset for evaluating the proposed method
for forged IMEI number and altered air ticket detection. We created our
own dataset for experimentation in this work, which includes 1000
images for the IMEI number and 1000 images for altered air tickets. Each
dataset comprises two classes, namely, the original class which contains
genuine images without being affected by forgery operation, and a
forged class which contains the same number of tampered (forged)
images. Since each class of two datasets consists of 500 images, it gives a
total of 2000 images for experimentation in this work. For creating
forged images, we used standard operations, namely, copy-paste and
insertion. Sample images of the original, together with forged IMEIL
numbers and altered air tickets created by copy-paste and insertion
operations, are shown in Fig. 7(a) and (b), respectively. It is noted from
Fig. 7(a) and (b) that it is hard to observe the differences between the
original and forged images.

Since the above-mentioned dataset is created artificially, to show a
fair evaluation of the proposed method for forged IMEI number detec-
tion, we consider the standard dataset of caption and scene texts clas-
sification in videos (Roy et al., 2016). This is because the caption text in
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Step -5: Select the color panel to change the foreground and background color, resulting in a forged image with the copy-
paste operation.

Fig.8. Different steps for creating forged IMEI number images using the Photoshop tool.

the video is edited text and hence it can be considered as actual forged
text such as forged IMEI numbers. Similarly, since the scene text in the
video is part of the image and is natural text, it can be considered as
original text like the original IMEI number. With the same notion of
forged text detection, we consider one more standard dataset due to
(Bhardwaj & Pankajakshan, 2016) for evaluation. (Roy et al., 2016)’s
dataset provides 500 images for each class, while Bhardwaj’s dataset
provides 150 images with low resolution (1280 x 720 pixels), and 150
images with high resolution (1920 x 1080 pixels). In total, 1300 images
are considered for experimentation in this work. The sample caption and
scene text images of (Bhardwaj & Pankajakshan, 2016; Roy et al., 2016)
datasets are shown in Fig. 7(c) and (d), respectively.

In the same way of choosing a standard dataset for forged IMEIL
number detection and for altered air ticket detection, we consider a
standard dataset of altered prices listed on receipts for evaluation, which
is called the ICPR 2018 Fraud Detection Contest (FDC) (Artaud et al.,
2018). The altered prices are the same as altered date and names on an
air ticket and therefore, the images are considered as actual forged im-
ages, and the prices that are not affected by the forgery operation are
considered as the original class. The dataset provides 301 altered

samples extracted from the ground truth given in the dataset, and we
select 527 original (unaltered) samples, which gives a total of 828 im-
ages for experimentation. Samples of altered and original images are
shown in Fig. 7(e) where we can see a plain background as in air ticket
images.

To show the effectiveness of the proposed method, we implement the
following methods for comparative purposes: (Roy et al., 2016) which
employs tampered features for caption and scene text detection from
video, Bhardwaj’s method (Bhardwaj & Pankajakshan, 2016), which
uses compression error in the compressed domain for detecting caption
texts in video images, and the method in (Elkasrawi & Shafait, 2014),
which uses noise introduced by different printers for source printer
identification. The image noise generated by a printer is the same as
those introduced by tampering operations in forged air ticket detection.
The method in (Wang et al., 2017), which explores the Fourier residual
for printer identification on the same basis as the above-mentioned
approach, is also included. Shivakumara et al. (2018) proposed a
method for forged IMEI number detection based on RGB color spaces
and the connected component-based features. Since the scope of this
method is limited to forged IMEI number detection, the features
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Studying the effectiveness of key steps for forged IMEI number and altered Air ticket detection.

Steps IMEI Number Dataset Air Ticket Dataset

Original Forged Original Forged

R P F R P F R P F R P F
Proposed method 0.83 0.78 0.80 0.76 0.82 0.79 0.77 0.81 0.79 0.82 0.78 0.80
FT-Magnitude 0.32 0.57 0.41 0.76 0.52 0.62 0.65 0.60 0.63 0.57 0.62 0.60
FT-Phase 0.52 0.76 0.61 0.84 0.63 0.72 0.23 0.63 0.33 0.86 0.52 0.65
DCT-Magnitude 0.54 0.50 0.52 0.46 0.50 0.48 0.66 0.59 0.62 0.54 0.61 0.57
DCT-Fourier-Magnitude 0.62 0.71 0.66 0.74 0.66 0.70 0.75 0.72 0.73 0.71 0.74 0.72

The bold indicates that the method achieves the best results compared to the existing methods.

proposed in the method are not robust to handle the effect of different
degrees of forgery. These five methods are the state-of-the-art in their
respective fields, and the objective is the same as the proposed work. In
addition, the basis that is considered in all the five existing methods is
the same as the proposed method. However, the feature extraction
process and the idea of the methods are different compared to the pro-
posed method.

4.1. Dataset creation and evaluation

It is true that creating forged images is hard and a time-consuming
task. The complexity of the task increases as the color of the back-
ground in original images changes. For instance, each forged image
requires an average of 20-30 min to be created in our case. As a result,
two persons spent almost 5-6 months generating 2000 images. In
addition, to the best of our knowledge, this is the first dataset created
containing forged IMEI numbers and altered air ticket information. We
also present the procedure that we used for creating the forged dataset in
this work and will release the dataset for future study or investigation.
Since each IMEI number is an image, and the air ticket information is
text in a plain PDF document, we used the Adobe Photoshop tool and
Adobe acrobat PDF writer, respectively, for generating forged images
because these two software tools are readily available and popular for
editing images and text.

The different steps that we followed for creating forged IMEI

861808038210252

numbers are shown in Fig. 8. The simple commands, namely, choosing
marker from the Tool option menu, selecting the IMEI number to be
forged, copy, paste command and selecting the color from the panel to
change the color of the background are the same as the original, as
shown in Fig. 8 for generating forged IMEI numbers. However, for the
insertion operation, we choose an eraser from the menu to remove a part
of an IMEI number, where we intend to insert different numbers and
then use the insert option to paste it, which results in forged IMEIL
numbers by the insertion operation. The main difference between copy-
paste and insertion operations is that the copy-paste operation changes
the whole image, while the insertion operation changes a part of an
image. In addition, the insertion operation involves the eraser operation
as an additional operation compared to the copy-paste operation. For
generating altered air ticket information, we follow the steps, namely,
select text, copy, and paste as shown in Fig. 8. For the insertion operation,
it is the same as copy-paste, except for the eraser operation.

For evaluating the performance of the proposed and existing
methods, we use standard measures, namely, Recall (R), Precision (P)
and F-measure (F) as defined in Equation (16)-(18). Since there is no
ground truth, we count the number of forged images detected given by
the proposed method manually to calculate the above-mentioned
measures.

TP
p=—"_
T,+F,

861833033210252

(16)

(a) Original and forged IMEI number images from our dataset

Manjunath LM

MR GOUTHAM

(b) Original and forged air-ticket names from our dataset

POWERKRAUT?

(¢) Original (scene) and forged (caption) text images from the (Roy, Shivakumara et al. 2016) dataset

SINAMPAHAN

Graduate

11.53¢  *MINI

(d) Forged (caption) text of high and low resolution from the (Bhardwaj and Pankajakshan 2016) dataset

1.85¢

ROSE

(e) Forged (altered text) and original (unaltered text) images of the ICPR 2018 FDC dataset.

Fig. 9. Samples of successful detections employing the proposed method for different datasets.
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Performances of the proposed and existing methods on the IMEI number and Air ticket datasets.

Methods IMEI Number Dataset Air Ticket Dataset

Original Forged/Altered Original Forged/Altered

R P F R P F R P F R P F
Proposed 0.83 0.78 0.80 0.76 0.82 0.79 0.77 0.81 0.79 0.82 0.78 0.80
Roy et al. (2016) 0.63 0.61 0.62 0.60 0.61 0.60 0.67 0.65 0.66 0.65 0.66 0.65
Bhardwaj and Pankajakshan (2016) 0.06 0.52 0.11 0.94 0.50 0.65 0.08 0.33 0.13 0.82 0.47 0.60
Wang et al. (2017) 0.44 0.39 0.41 0.33 0.38 0.35 0.65 0.82 0.73 0.86 0.71 0.78
Elkasrawi and Shafait (2014) 0.32 0.34 0.33 0.40 0.37 0.39 0.74 0.66 0.70 0.63 0.71 0.67
Shivakumara et al. (2018) 0.73 0.82 0.77 0.85 0.75 0.80 0.69 0.46 0.55 0.63 0.80 0.70

The bold indicates that the method achieves the best results compared to the existing methods.

T,

R=—"0_ 1
o a7
P*R
F=2* 1
P+R s)

Here, T, signifies the total number of correctly detected forged im-
ages, F, signifies the total number of original images mistakenly detec-
ted as forged, and F, is the total number of forged images, which are
incorrectly missed.

4.2. Ablation study

To analyze the effect of the key steps used in the proposed method,
we conducted experiments for the following individual steps using our
dataset. The Fourier-Magnitude or Fourier-Phase, which considers
magnitude and phase separately given by Fourier transform, DCT-
Magnitude which considers only the magnitude given by DCT, DCT-
Fourier-Magnitude which considers the magnitude given by the com-
bination of DCT and Fourier, and DCT-Fourier-Phase which considers
the phase given by the combination of DCT and Fourier (the proposed
method). Note: for magnitude information, we use traditional statistics,
namely, mean, variance, skew, and kurtosis but not the proposed phase-
statistics to calculate measures. This is because the proposed circular
phase-statistics are derived for phase-angle information but not for
magnitude values. The results of the above individual steps are reported
in Table 1 for IMEI and air ticket datasets. It is evident from Table 1 that
Fourier-Phase is the best at F-measure for IMEI number images, while
Magnitude is the best at F-measure for air ticket images. This shows that
phase information is good for complex background images and magni-
tude is good for plain document images. The same conclusions can be
drawn for both the original and forged classes of the IMEI number and
air ticket datasets. However, the combination of DCT-Fourier-
Magnitude is the best at F-measure for both datasets compared to the
other key steps on the original and forged classes, but poorer when
compared to the proposed method. This confirms that the combination
of DCT and Fourier has the ability to handle diverse data. Therefore, the
proposed method (DCT-Fourier-Phase) achieves the best results in terms
of Recall, Precision and F-measure compared to the other individual key

Table 3

Table 4
Performances of the proposed and existing methods on the ICPR 2018 FDC
dataset (Artaud et al., 2018).

Methods Original Forged
R P F R P F
Proposed 078 092 084 090 075 0.81
Roy et al. (2016) 0.88 0.39 0.54 0.60 0.94 0.73
Bhardwaj and Pankajakshan 0.81 0.27 0.41 0.56 0.93 0.70
(2016)

Wang et al. (2017) 0.87 0.84 0.86 0.85 0.88 0.86
Elkasrawi and Shafait (2014) 0.65 0.62 0.63 0.64 0.67 0.65
Shivakumara et al. (2018) 0.65 0.92 0.76 0.86 0.50 0.63

The bold indicates that the method achieves the best results compared to the
existing methods.

steps for both the IMEI numbers and the air tickets for both classes, as it
integrates the advantages of DCT and the Fourier transform.

4.3. Evaluating forged IMEI number and altered air ticket detection

Qualitative results of the proposed method for forged IMEI numbers,
altered air ticket detection, caption (forged) text detection from video
images, and altered receipt detection from the ICPR 2018 FDC dataset
are shown in Fig. 9(a)-(e), respectively, where it is noted that the pro-
posed method performs accurate detection for the samples of different
datasets, which exhibit different complexities. This shows that the pro-
posed method has the ability to handle diverse data and this is due to the
combination of DCT-Fourier-Phase along with the extracted Phase-
statistics from the Phase-spectrum.

Quantitative results of the proposed and existing methods on our
IMEI numbers, air tickets, Roy et al.’s, Bhardwaj’s and the ICPR 2018
FDC datasets are reported in Tables 2-4. It is observed from Table 2 that
the proposed method is the best at recall, F-measure for the original
class, and the best at the precision for the forged class of the IMEI
number dataset compared to the existing methods. Similarly, for original
class of air ticket, the proposed method achieves the best recall and F-
measure compared to the existing methods. For altered class of air ticket,
the proposed method is better than existing methods in terms of F-

Performances of the proposed and existing methods on the (Roy, 2016)dataset (Caption and scene text) and the Bhardwaj et al. dataset (2016).

Methods Roy et al. dataset Bhardwaj et al. dataset

Original (scene) Forged (caption) Set-1(Low resolution) Set-2(High resolution)

R P F R P F R P F R P F
Proposed 0.88 0.73 0.80 0.68 0.85 0.75 0.82 0.87 0.84 0.92 0.88 0.90
Roy et al. (2016) 0.75 0.71 0.73 0.63 0.68 0.65 0.62 0.58 0.60 0.66 0.63 0.64
Bhardwaj and Pankajakshan (2016) 0.56 0.46 0.51 0.40 0.51 0.45 0.64 0.62 0.63 0.68 0.65 0.67
Wang et al. (2017) 0.75 0.77 0.76 0.78 0.76 0.77 0.56 0.69 0.62 0.62 0.48 0.54
Elkasrawi and Shafait (2014) 0.83 0.68 0.74 0.61 0.78 0.69 0.47 0.54 0.51 0.40 0.34 0.37
Shivakumara et al. (2018) 0.54 0.96 0.69 0.98 0.68 0.80 0.73 0.70 0.72 0.80 0.74 0.76

The bold indicates that the method achieves the best results compared to the existing methods.
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Fig. 10. Sample unsuccessful detection using the proposed method for different datasets, namely, our dataset in (a)-(b), Roy et al.’s in (c), Bhardwaj’s in (d), and the

ICPR 2018 FDC in (e).

measure. However, the existing method (Shivakumara et al., 2018)
achieves the best precision for the original class and the best F-measure
for the forged class in IMEI numbers, and the best precision for the
altered air ticket class compared to the proposed method. Since the
existing method (Shivakumara et al., 2018) was developed for forged
IMEI number detection from the same dataset with a different approach
and features, it reports better precision for the original class of IMEI
dataset while it performs the worst for the forged class of IMEI dataset
compared to the proposed method. It is noted from the Table 2 that
Bhardwaj et al. scores the best recall and the worst precision for the
forged class of IMEI number dataset compared to the proposed method.
Wang et al. (2017) scores the best precision and recall for original and
altered classes, respectively for air ticket dataset compared to the pro-
posed method. However, the proposed method is best at F-measure for
original and altered classes of air ticket dataset compared to the existing
methods. Table 2 shows that the existing methods (Bhardwaj & Pan-
kajakshan, 2016; Roy et al., 2016; Elkasrawi & Shafait, 2014; Wang
et al., 2017) were developed with a specific objective and different ap-
proaches for forged text detection in video and documents but not for
IMEI number and altered air ticket detection. Therefore, the existing
methods do not score better results for all the classes compared to the
proposed and Shivakumara et al. (2018)’s method for both the datasets.

For Roy et al. and Bhardwaj et al. datasets, the results reported in
Table 3 show that the proposed method achieves better recall, F-mea-
sure for the original class and better precision for the forged class of Roy
et al.’s dataset while it is the best at all the three measures for Bhardwaj
et al.’s dataset compared to the existing methods. However, the Shiva-
kumara et al. (2018) method scores the highest precision for the original
class and the highest recall as well as the F-measure for the forged class
of Roy et al.’s dataset compared to the proposed method. This shows that
Shivakumara et al. (2018)’s method is accurate for forged classes of Roy
et al.’s dataset compared to the proposed method. However, it misses
many images of the original class of Roy et al.’s dataset and hence the
recall is lower than the proposed method. When we compare the results
of the proposed and existing methods on Bhardwaj et al.’s dataset, all the
existing methods report poor results compared to the proposed method.
This is because the images of Bhardwaj et al.’s dataset are of good
quality compared to the images of Roy et al.’s dataset. The reason for the
poor results of the existing methods is the limitation of the features
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proposed in the respective methods. i.e., the features are sensitive to
images of different resolutions. On the other hand, the proposed method
is robust to different resolution.

For the ICPR 2018 FDC dataset, the results reported in Table 4 show
that the proposed method is better at precision for the original class and
better at recall for forged classes compared to the existing methods. But
the precision is same for both the proposed and Shivakumara et al.
(2018) method. However, Wang et al. (2017)’s approach is better at F-
measure for the original and forged classes compared to the proposed
and the other existing methods. This is because Wang et al. (2017)’s
method is developed for document images and hence it works well for
altered receipts from the ICPR 2018 FDC dataset. But Wang et al.
(2017)’s approach is not as accurate as the proposed method for original
classes for the ICPR 2018 FDC dataset. Similarly, Roy et al. (2016)’s
approach is the best at recall for the original class and precision for the
forged class of the ICPR 2018 FDC dataset compared to all other methods
including the proposed method. However, it misses the images of forged
classes when compared to the proposed method.

Overall, when we look at the discussion on the results of the pro-
posed and existing methods on the IMEI number, altered air ticket,
forged text in video and altered receipts from the ICPR 2018 FDC
datasets (Artaud et al., 2018), the proposed method achieves the best
results in terms of at least one measure out of the three measures for all
different datasets whilst the existing methods do not. Therefore, one can
infer that the proposed method is robust across different datasets and is
effective in achieving better results compared to the existing methods.
This shows that the proposed combination of the DCT-Fourier-Phase
spectrum with phase statistics has the ability to deal with the chal-
lenges of different datasets. Note that in Table 3, Bhardwaj et al.’s
dataset does not have the original classes because this dataset provides
only caption texts (forged text) with different resolutions.

However, it is observed from Fig. 10 that the proposed method
sometimes misclassifies original as forged and vice-versa across the four
datasets. The reason is that during the forgery process, if the operation
does not introduce noticeable errors, the proposed method fails to detect
it well. In the case of Roy et al.’s and Bhardwaj’s datasets, when an
image contains fancy (ornamental) texts affected by blur distortion, the
proposed method does not perform well. In addition, if texts share the
same properties, such as contrast, shapes, and texture, the proposed
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(a) Sample forged IMEI number images of Gaussian noise at different levels.
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(c) Sample altered air ticket images of Gaussian noise at different levels.
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Fig. 11. Examples of forged IMEI number and altered air ticket images with Gaussian noise and blur effects at different levels.
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Fig. 12. Performance of the proposed method on different noise and blurred images from our dataset.

method tends to misclassify them. For the ICPR 2018 FDC dataset, when
the images suffer from poor quality, the degradation has a conflict with
the distortion introduced by the forgery operation. It is difficult to deal
with this situation with the proposed method.

The success of forgery detection, irrespective of images and datasets,
depends on the distortion introduced during the forgery operation.
However, there is a possibility of introducing noise due to faults in the
acquisition process or devices, and blur due to defocusing. In these sit-
uations, the distortions caused due to noise and blur have a conflict with
the features extracted for forgery detection in the images. Therefore, the
performance of the method degrades for those images affected by noise
and blur. To analyze the performance of the proposed method in a noisy
and blurred environment, we choose 500 samples from the original and
500 from forged classes across IMEI numbers and the altered air ticket
datasets randomly for conducting experiments. For these images, we use
the Gaussian function to add noise and blur at a different level as shown
in the sample images from Fig. 11(a)-(d), where we can see that as noise
and blur increases, the vital edge information is lost and hence the
extracted feature loses discriminative power for separating forged in-
formation from actual information in the images.

In Fig. 12 the line graphs are drawn for varying noise and blur levels
(on the X axis) and the corresponding average F-measure (on the Y axis).
It is observed from Fig. 12 that the F-measure of the proposed method
decreases as the level of noise and blur increases. This is the limitation of
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the proposed forgery detection approach. In this case, one should not
consider abrupt changes in the forged images, rather we should consider
the pattern or sequence of abrupt changes to study the consistency/
inconsistency of the pattern. If the method is able to find an inconsis-
tency, it is considered as forged text. This is beyond the scope of the
proposed work. Thus, there is a scope for extension of the proposed work
to overcome the above limitations in the near future.

5. Conclusions and future work

In this work, we have proposed a new combination of the DCT and
Fourier transform for forged IMEI number and altered air ticket detec-
tion. The magnitude of DCT and the phase of the Fourier transform are
combined in a new way for generating a phase-spectrum. Since the
phase-spectrum contains angle information, we have proposed circular
phase-statistics, which accept angle information from the phase spec-
trum. The phase statistics are formed as a vector and the vector is sup-
plied to an SVM classifier for the detection of forged IMEI numbers and
altered air tickets. Experimental results on our dataset of IMEI numbers,
altered air tickets dataset, a benchmark dataset of video text, and altered
receipts dataset from the ICPR 2018 FDC show that the proposed method
has the ability to cope with the challenges of different datasets. A
comparative study with the existing methods demonstrates the effec-
tiveness of the proposed method in achieving better results on different
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datasets. However, it is noted from the Experimental Section that the
proposed method misclassifies images when they lose vital edge infor-
mation due to distortion. It is also evident from the experiments on noisy
and blurred images that the performance of our method decreases as the
level of noise and blur increases. Therefore, there is scope for extending
the proposed work in the near future. To deal with this situation, we
need to study the pattern of noise created by the forgery operation and
distortions at the component level, rather than at the pixel level. It is
expected that the noise pattern created by distortions may exhibit a
uniform pattern throughout the text whilst the noise created by the
forgery operation may not exhibit uniformity throughout the text due to
variations in the forgery operation itself. In order to study this obser-
vation, in the future, we plan to adopt a learning approach, which in-
cludes multi-level deep learning to improve the performance of the
proposed method.
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